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and voice mail. These tasks are the applications of Voice over IP. Voice applications
delivered using IP datagrams is the essence of VoIP.

VoIP, like the network that carries it, is therefore not an application by itself, but a
way to build applications using myriad software tools and devices. These building
blocks can be specialized VoIP server hardware like an analog telephone adapter
(ATA), or they can be highly programmable servers that do the job of a PBX. Regard-
less, all VoIP components must participate in the protocol conversations that make
the audible, human phone conversations possible. That means that all VoIP compo-
nents must be speaking the same language.

In human conversation, people can speak many different languages. Even among dif-
ferent dialects of the same language, people can have a hard time understanding each
other—a Bostonian and a Texan sound about as different as a Canadian and an Aus-
tralian, even though they all speak English. Unfortunately, telephony standards have
had similar challenges.

Many standards govern the world of Voice over IP, and some have interoperability
problems, just as people with local accents sometimes confuse each other. One such
annoyance lies in the definition of the word VoIP itself.

VoIP or IP Telephony
Are “VoIP” and “IP telephony” two different technologies, or do they both describe
the same thing? Well, it really depends on whom you ask. Some vendors prefer IP
telephony when referring to their IP-based voice offerings, arguing that VoIP refers to
the specific act of transmitting digitized sound data on an IP network and IP tele-
phony refers to the overall technology family. Others give VoIP the broader defini-
tion, identifying it as inclusive of IP telephony, and referring to IP telephony only as
the act of mimicking traditional telephony applications.

For the purposes of this book, we’ll take the latter tack: VoIP refers to the overall
technology family, while IP telephony means specific application functions such as
call signaling and voice mail. So when we talk about conference calling, we might
call it telephony, but when we talk about conference calling, call-waiting, and voice
encoding, we will refer to them collectively as VoIP. In general conversation, though,
VoIP and IP telephony can be used interchangeably.

VoIPÕs Pros and Cons
VoIP certainly has a few disadvantages when compared to old-school phone hard-
ware. High-utilization service guarantees are harder to deliver with VoIP than with
an old-fashioned PBX. The same scalability characteristics that attract people to VoIP
can ultimately be the reasons their implementations fail: a VoIP network can be so
extensible that service-level guarantees are hard to make, whereas a traditional
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a hub-based or wireless one. But for larger, critical VoIP implementations, your
choice of network infrastructure will be critical. For starters, using broadcast Ether-
net devices like hubs is a poor choice, as is using early-generation Ethernet switches
that lack quality-of-service features. Wide area equipment, like routers, will need to
support these features, too. (Quality-of-service features are covered in detail in
Chapter 9.)

Generally speaking, the faster your switches, routers, and network links are, the bet-
ter your VoIP network will perform. Nothing beats good ol’ speed for increasing the
performance of a wide area network, but sometimes a slow network link is an eco-
nomic or geographic necessity. VoIP is a speed-sensitive business, as you’ll find out.

The Layers of a VoIP Network
Like other networks, VoIP networking can be described using the Open Systems
Interconnect (OSI) reference model, a standardized way of describing the different
parts of the data communications process. The OSI model has seven layers that rep-
resent each part: physical, data link, network, transport, session, presentation, and
application. The purpose of the OSI model is to simplify connections between differ-
ent types of networks and to allow engineers who design network applications to
assume a standardized platform upon which to build.

The physical layer

The OSI physical layer is the most fundamental part of the datacom process. It’s the
layer that provides for the electrical, mechanical, radiant, or optical signaling path-
ways that are required in order to move data across any data network. In an IP net-
work, the physical layer can include twisted-pair LAN cabling, plugs, cross-connects
and patch panels, power sources, V.35 cables like those often used with serial inter-
faces on routers, and so on.

Though the physical layer is itself intended to be permanent and stable, its assort-
ment of connective technologies (copper twisted-pair, fiber-optic cables, etc.) are
prone to noise and distortion, two problems that cause data transmission errors. The
physical layer has no way of dealing with these problems, and that’s why certain
guidelines related to distance and interference exist at the physical layer. For exam-
ple, a 100BaseT Ethernet connection on twisted-pair copper cable cannot be longer
than 100 meters.

The data link layer

Since the physical layer is not immune to the laws of physics and the signal degrada-
tion they incur, the data link layer provides a medium for detecting errors in data
transmission. Error detection at the data link layer works on behalf of a single physi-
cal link, such as an Ethernet segment or a single T1 circuit.

,ch02.11750  Page 15  Wednesday, June 15, 2005  11:40 AM



This is the Title of the Book, eMatter Edition
Copyright © 2005 O’Reilly & Associates, Inc. All rights reserved.

16 | Chapter 2: Voice over Data: Many Conversations, One Network

The data link layer “frames” the continuous stream of signals flowing across a link.
Framing means delimiting that signal into manageable pieces, called frames (imagine
that). For error detection, each frame can be subject to a CRC, or cyclic redundancy
check. With certain types of connections, error correction can be attempted.

The data link and physical layers are often viewed as one and the same, and in many
network substrates, such as Ethernet, their functions tend to be inseparable. That is
to say, you can’t build an Ethernet physical layer without building its data link layer
too—both layers are facilitated by the same device, which is usually an Ethernet
interface, a hub, an Ethernet switch, or an Ethernet coax bus. The data link layer is
the lowest layer that VoIP applications can reference, and usually only in an indirect
manner (only quality-of-service functions interact with the data link layer—more on
this in Chapter 9).

The network layer

While the data link layer provides data framing over a single physical connection,
such as an Ethernet segment, the network layer provides the logistical intelligence
required for a single network to exist across many physical connections—say, two
Ethernet segments connected by a wide area connection. The network layer is more
visible to applications than the data link and physical layers. Its job is to provide:

• A scheme for data routing across wide area links

• An addressing scheme, so that disparate physical connections can be referenced
by higher-layer services and by each other

• A definition for connection-oriented and connectionless datagram structures

The network layer isn’t the lowest layer that is relevant to VoIP, but it is the lowest
layer that VoIP applications must reference in order to function. For example, data-
grams and addresses—things implemented at the network layer—are critical to the
functioning of VoIP applications.

The addressing scheme used by VoIP is inherited from IP. Each device on an IP net-
work has an IP address, so each VoIP endpoint has one too. An IP address consists of
32 bits, commonly presented by  four 8-bit figures separated by dots:

10.1.1.204

Each figure in the address allows for 256 values, so the overall address space (32 bits)
of IP’s addressing scheme allows for about 4.3 billion addresses. The newer version
of IP, Version 6, allows for a 128-bit address space, but adoption of IP Version 6 has
been slow, and this book deals strictly with the 32-bit address scheme of IP Version
4—the protocol that today’s Internet runs on. In the context of the Internet and IP
networks, the network layer is sometimes referred to as the Internet layer.

Using IP addresses, the network layer can facilitate wide area networking over dozens,
hundreds, thousands, or millions of physical links. Consider the Internet, which uses
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IP to connect millions of disparate networks. Individually, each of these networks
tends to share a group of related addresses. Each group is what IP calls a subnet.

Every datagram sent across an IP network contains a source and destination address
so that the devices responsible for maintaining the network layer know where to
route the datagram. However, the network layer isn’t responsible for any kind of
error control—that’s the job of the next layer up.

The transport layer

Even though the data link layer provides error detection on an individual network
link, this alone isn’t enough to satisfy the needs of a large, application-intensive net-
work. That’s why the transport layer provides error control across the entire net-
work—from sender to receiver—regardless of the number of physical links between
them. Transport layer error control operates independently of the measures pro-
vided by the data link layer, which tend to be specific to the type of link they are
responsible for.

On the transport layer, protocols have been designed for two kinds of service:

• Datagram delivery is highly reliable, complex, and has high overhead.

• Datagram delivery is less reliable, less complex, and has lower overhead.

The kind of service elected depends on the needs of the application. Some applica-
tions don’t need a high degree of reliability (video gaming, for example), while oth-
ers must have absolute reliability (bank transactions). Within the transport layer, IP
provides protocols—UDP and TCP—that handle both needs.

To connect or not to connect

Within IP, datagrams can be delivered using a “best effort” approach—that is, the
host transmitting the datagram will not know whether it was received by the
intended recipient. Also called connectionless networking, this method is employed
by the User Datagram Protocol (UDP).

If you’ve ever played the Quake series of video games over a network, you’ve used
the UDP Protocol. UDP excels in situations in which very fast delivery of data is a
requirement, and reliability features, like confirming that the data has been deliv-
ered, would be a waste. In a multiplayer network game such as Quake, you and the
other players each control an armed character that is trying to kill the others in a vir-
tual 3D world. Real-time delivery of characters’ location and trajectory data within
the virtual world is critical to the game play. Even a slight delay in delivery of these
datagrams could mean life or death for your Quake warrior. Delivery guarantees
impose too much overhead—because dozens of UDP datagrams can be used by
Quake in a second.
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The same is true of the traffic carried over the network during VoIP phone calls. This
traffic is carried across the network at a rate of between 30 and 50 datagrams per sec-
ond. To verify delivery of each one would introduce a performance bottleneck that is
unacceptable in a voice application. Therefore, almost all voice data flowing across a
VoIP network is considered connectionless and carried by UDP.

The more reliable protocol for data transmission in an IP network is called Transmis-
sion Control Protocol, or TCP. Like UDP, TCP is encapsulated within IP. TCP’s dis-
tinguishing characteristic is that transmitters using TCP must set up a transmission
channel, or connection, before they send data to their receivers. For this reason, TCP
is considered a connection-oriented protocol.

Error control takes place during a TCP transmission. At the end of the transmission,
the sender and receiver agree to end their conversation, and the connection is closed.
TCP guarantees that packets will arrive in the correct order, too. Because TCP is so
cautious compared to UDP, it isn’t normally used to carry voice data, but it can be
used to carry call-signaling data: the bits of information that a VoIP network uses to
establish, monitor, and end calls. TCP datagrams are called packets, though you
often hear people refer to UDP datagrams as packets too.

IP provides both connection-oriented (TCP) and connectionless (UDP) network pro-
tocols at the transport layer, which allows it to replace both functions of the PSTN:
voice transmission and call signaling.

The session, presentation, and application layers

Operating systems, end user applications, application services (like DNS), and user
interfaces are provided at the topmost layers of the OSI reference model. Your inter-
action with a computer system or a network is most directly affected by the systems
running at the application layer. The application layer’s job is to take input and drive
underlying functionality down through the other six layers without you, the user,
having to know the details of what’s going on down there.

In a VoIP network, the user interface to the telephony functions—often just a tele-
phone receiver with a 12-key dial-pad—is provided at the application layer. A VoIP-
adapted OSI model is shown in Figure 2-1.

A VoIP network is a set of networked applications and endpoints (agents that allow
humans to use the applications), just as the World Wide Web is a set of networked
applications and endpoints. In the case of the World Wide Web, the applications are
web sites, and the endpoints are web browsers that request and display web pages.
But in the case of a VoIP network, the applications are telephone calls, conference
calls, voice mail, automated attendants, and even video conferencing or text messag-
ing, while the endpoints are traditional telephones, IP phones, and software phones
(softphones) that run on PCs.
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On the WWW, web sites are hosted using software like Apache, a web server. This
software communicates with the endpoints (the browsers) in order to facilitate user
interaction with the application (web sites).

This model works much the same with Voice over IP. In a VoIP network, specialized
servers, which we’ll call VoIP servers for now, communicate with the IP or tradi-
tional phones (endpoints) in order to facilitate calling (the application).

VoIP Servers
VoIP servers, which are software-based devices that direct or participate in Voice
over IP data conversations in order to facilitate calling and other VoIP applications,
are usually connected to the network using Ethernet. An ATA is itself a highly spe-
cialized VoIP server and so is a VoIP-enabled voice mail system.

Carrier-class users of VoIP might have reasons to connect VoIP servers to a different
type of data link, such as ATM (asynchronous transfer mode), but most enterprise
implementers will use Ethernet.

VoIP servers fulfill many telephony roles:

• Call switching and connection management, such as a traditional PBX. A VoIP
server in this role is usually called a softPBX.

• Call recording and autoattendant functions, such as a traditional voice mail
system.

• Call conferencing, such as a traditional teleconferencing service.

Figure 2-1. OSI reference model layers
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Figure 2-12. The media interfacing required to use traditional telephony devices with
an IP-enabled switch is all contained within the switch chassis, often using a single
digital bus and microprocessor, much like a conventional PBX. Good examples of
software-based IP-enabled switches are Avaya’s Communication Manager 2.0 and
Digium’s Asterisk (an open source solution), both of which run on Linux. Some-
times VoIP implementers refer to IP-enabled switches as hybrid switches.

Figure 2-11. A pure IP switch has only IP-based trunks; all trunks that feed the same switch are
carried by TCP/IP

Figure 2-12. An IP-enabled voice switch supports IP-based, digital connections like T1 and analog
connections
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